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Abstract:

The command post is a key element of the troop assembly that must be concealed and
protected from the enemy. This paper examines the possible increase in survivability of
a battalion command post from the effects of enemy artillery fire by deception prior to
electronic signature detection by extending the antenna of radio communication assets.
Using modelling, the areas of possible command post locations, the exact command post
positions and the areas of artillery fire were marked in a geoprocessing tool. Statistical
methods were then used to evaluate the success rate of command post destruction. Since
there are no documents available that address this issue, the results of this research will
allow an assessment of the effectiveness of this measure.
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1 Introduction

In military operations, command posts are among the basic elements of the troop
structure that enable command and control of subordinate units. They include person-
nel, equipment, information systems, and networks, guided by processes and
procedures that assist commanders in the exercise of mission command [1]. This rep-
resents a multitude of computing equipment, power sources, and hundreds of metres of
cables for continuous security of continuously large amounts of data, preferably in real
time.

The destruction or disabling of a command post would give the enemy an unde-
niable advantage in combat. The enemy could exploit the inability to coordinate
individual units in the combat zone to create a synergistic effect, thereby reversing, for
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example, an unfavourable force ratio or other factors unfavourable to him in his fa-
vour. Ultimately, this would mean not only an increase in personnel and equipment
losses of friendly forces, but also the impossibility of accomplishing the given task
leading to the total defeat of friendly forces. Therefore, the protection of command
posts in any type of operation must be addressed.

There are a number of articles and publications devoted to the protection of cur-
rent command posts. For example, the general structure of places of command is
discussed in [2]. Optimizing the mobility, survivability, and interoperability of head-
quarters for the future fight is discussed, for example, in [3-5]. The topic of reducing
the electronic signatures of command posts to enhance concealment from the enemy is
addressed in [6]. Sustainability approach for military protective structures with a men-
tion of specific protective structure is described in [7].

When it comes to the issues of artillery in the world, there are two main trends in
the use of it. The use of artillery by NATO countries is governed by principles en-
shrined in alliance standardization agreements, which are not publicly available.
Partial procedures are given, for example, in the US field manuals [8-10]. The proce-
dures of non-NATO countries are usually based on different Soviet standards, which
are also classified.

Furthermore, the studies on the blast resistance of protective structures are avail-
able [11-15]. In these types of research, the effect of blast energy on different types of
construction materials used in protective structures is assessed. However, from a tacti-
cal point of view, they do not address the effect of artillery fire or aerial bombardment
on specific types of protective structures. No documents are known from available
sources that address the protection of the command post by deceiving its position by
extending the antennas of the communications equipment.

For the purposes of this article, a model task force command post with dimen-
sions of 50 X 50 m, which are common for battalion task force command posts in most
NATO armies, is considered (due to the sensitivity of this military information, the
Army's doctrinal values are not listed). This command post will then be affected by
a model brigade artillery unit of battalion strength, which is designed to provide direct
fire support to the mechanized brigade.

1.1 Motivation

The authors were inspired to write this article due to their practical experience from
various national and international exercises. The problem of protecting command posts
may be their construction with tents or the use of specially modified containers that
provide no or minimal protection against enemy weapon fire. The advantage of the use
of tents is the speed of their construction, or their relocation to another position, and
the provision of more working space compared to protective structures built below
ground level. Tent construction is also more advantageous in terms of the use of engi-
neer forces and resources because it allows for time-saving deployment.

However, command posts constructed in this manner provide little or no protec-
tion against artillery fire, air strikes, or small arms fire and fragmentation effects.
Meanwhile, experience from contemporary conflicts shows that the enemy is able to
target a command post by using a combination of unmanned aerial vehicles and elec-
tronic signature detection as demonstrated by the conflict in Ukraine [16]. Thus, the
enemy does not even need to decipher the communication between units, but using the
strength of the signal he is able to predict the location of the command posts relatively
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accurately. This means that even with concealment of the individual elements of the
command post with the use of modern camouflage devices [17] (e.g. multispectral
camouflage covers designed for camouflage in the visible, infrared, and microwave
spectrum) and observance of the camouflage discipline of all members, it is possible to
detect the command post on the basis of its own communication activity.

1.2 Contribution and Organization of the Article

Based on the experience of the conflict between Ukraine and the pro-Russian sepa-
ratists, some armies have modified their standard operating procedures for the
construction of command posts and extended the antennas of their communications
equipment to a designated distance to deceive the enemy about their actual position.
The command post itself then communicates between its more distant elements using
radios linked by cables so that no electromagnetic energy is radiated into the surround-
ing area. Therefore, based on electronic signature detection, the enemy may assume
that the actual command post will be located near a circle, the radius of which is de-
termined by the distance, to which the antenna is extended.

The aim of this paper is to verify, based on the modelling capabilities in a geo-
processing tool [18], whether the above-described approach to concealing the
command post position has a desired effect to increase the survivability against artil-
lery fire at a battalion command post. The results can then confirm or refute the
meaningfulness of the measures implemented in the electromagnetic spectrum and
contribute to a change in thinking, when designing procedures for the construction of
command posts.

In the first part of the text, a short literature review related to the issues of the re-
search is carried out. Next, the scenario of the combat situation, the determination of
the command post location and the expected effect of the enemy artillery on this
command post are described using modelling in the geoprocessing tool. The results of
the tactical assessment of the terrain and the modelling performed allow the evaluation
of the established hypothesis. The paper then ends by outlining additional areas for
possible follow-up research.

2 Modelling

From a tactical standpoint, the defensive operation of a battalion facing a brigade at-
tack will be considered. This force ratio is based on the basic doctrinal rules of
warfare. Scenario development for assessing the survivability of a command post dur-
ing an artillery fire is based on these basic premises:

* the command post is composed of tents that do not provide any level of protec-
tion against the effects of enemy weapons. The use of buildings or armoured
vehicles is not anticipated,

* the command post has not been detected by visual reconnaissance, nor by re-
connaissance assets operating in the microwave spectrum (radar), thanks to the
observance of the rules of camouflage discipline, the use of multispectral cam-
ouflage nets and other camouflage measures,

* using electronic signature detection, the position of the antennas of the radio
communication means corresponding in their characteristics to the battalion-
type command post was determined,
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e the entire military campaign has been going on for a long time, which has al-
lowed the enemy to detect the standard operating procedures (SOPs) of friendly
forces in the construction of command posts - the antenna is extended up to
a certain distance from the command post.

Thus, the enemy knows the location of the transmitters, but has not revealed the
exact location of the command post through other reconnaissance assets. However,
based on his knowledge of SOPs, he is able to anticipate the possible location of the
command post in the area of operations, given the protective and camouflage charac-
teristics of the terrain, and to direct artillery fire at this anticipated location, since
command posts will always fall into the high-value target category in operations. The
area where the command post can be located and where the enemy can prepare artil-
lery fire will be selected throughout the area of a circle with a radius corresponding to
the distance, through which the antenna is extended and centered to the point of anten-
na placement, taking into account the terrain features and the area near the circle
where the command post would most often be placed.

The area for the command post location should generally be characterized by the
presence of wooded areas allowing for concealment and protection from enemy recon-
naissance assets. The enemy will assume, for example, that the command post will be
located mainly at the edge of the forest, with suitable access and exit routes, while the
use of engineer work will allow for its concealment under vegetation, etc.

2.1 Artillery Fire Modelling

Brigade artillery will normally consist of one artillery battalion comprising three
firing batteries with eight artillery weapon systems. Artillery battalions of some
armies may also be supplemented by a rocket launcher battery. For the purposes of
this article, an artillery battalion consisting of three firing batteries of self-propelled
152-mm self-propelled howitzers (24 in total), which are commonly used, particular-
ly by the states of the former Soviet Union, will be assumed.

Since the assumed position of the command post has been determined by means
of electronic signature detection, the enemy artillery will conduct an artillery fire
mission according to the principles of conducting fire for effect at stationary unob-
served ground targets. Therefore, no consideration is given to conducting fire
adjustment, firing a control round, or correcting the first salvo of fire for effect. It is
therefore assumed that the enemy artillery conducts one massive artillery fire mis-
sion (i.e. calculates the firing data for fire for effect, incorporating all known
ballistic and meteorological firing conditions), and fires all munitions in a round-by-
round mode (i.e. in the shortest possible time). At the same time, it is assumed, that
the enemy has enough ammunition to be able to make a fire mission on the place
where he assumes that the command post could be located.

Unobserved targets include those targets that cannot be visually observed by
ground or aerial reconnaissance assets during fire for effect and thus the level of
their elimination cannot be established. For this reason, ammunition consumption is
determined by standards. Artillery may neutralize or destroy command posts by its
artillery fire missions. In particular, targets that appear to be of high importance and
that are uncovered or unarmored are being generally destroyed. In our experiment,
therefore, the desired effect of artillery fire will be considered to destroy, while in
real conditions neutralizing is not ruled out according to the combat situation.
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Different numbers of guns (fire batteries) can be used to accomplish the same fire
mission. Taking into account the importance of the target, the desired effect of artillery
fire (destruction) and the dimensions of the battalion command post model, fire con-
trol for a full battalion effect (i.e. 24 pieces of 152-mm self-propelled guns) will be
further considered. In realistic conditions, 2 (in the case of smaller command posts) or
3 firing batteries are used to conduct artillery fire mission on unobserved command
posts, depending on the calculated ammunition consumption, the desired effect and the
nature and dimensions of the target.

In terms of artillery fire, the command post will represent a group target, which is
made up of a certain number of individual targets distributed unevenly over a certain
area (in our case 0.250 hectares). The effectiveness of firing at a group target can be
characterized by the mathematical expectation of the percentage of eliminated targets
from a given group target set (M(a)). In the case of command post destruction,
M(a) = 35 % (max. 50 %) is required.

Artillery fire will generally be accompanied by two categories of errors — repeti-
tive and non-repetitive errors. Repetitive errors are related to the preparation
(calculation) of the elements for firing and can be eliminated. Non-repetitive errors
scatter the explosions in the target area relative to its center (these are so-called disper-
sion errors to which the law of normal distribution applies). Dispersion errors basically
ensure sufficient coverage of the target area by explosions and partly of its surround-
ings. Individual batteries and guns can also smoothly change the directions and ranges
of the sights when firing at the target, thereby obtaining even coverage of the target
area with explosions.

The enemy artillery fire mission at the battalion command post provides a sur-
prise effect of artillery fire with a high density of fire. The fire mission will be
executed in a “round-by-round” manner, which is a prerequisite for inflicting such
high losses that it will be impossible to restore the command post or to maneuver it
to another location. Since the command post will represent a target of relatively
small dimensions (0.250 ha), then larger dimensions — 200 m wide and 200 m deep
(like a square) — will be considered when calculating firing data, taking into account
the usual principles for firing on group of unobserved area targets. These dimensions
would correspond to an ammunition consumption of 150 rounds at a firing distance
of 10 km, 160 rounds at a firing distance of 12 km, 200 rounds at a firing distance of
16 km, etc. This ammunition consumption would be divided among the individual
guns, i.e. each gun would fire an amount of ammunition equal to the ratio of the
total consumption and the number of guns (24), rounded up to the nearest whole
number. Therefore, at firing ranges of 10 and 12 km, each gun would fire 7 rounds
of ammunition, and at a firing range of 16 km, 9 rounds of ammunition. Artillery
fire would be conducted with the smallest possible charge and the fuse set to frag-
mentation. Approximately 2 minutes will be required to fire the total ammunition
lot. For the purposes of the experiment, it was assumed that the mentioned ammuni-
tion consumption provided 100 % mathematical expectation of elimination of
unitary targets.

The authors have also assumed that artillery fire was conducted with high accura-
cy and hit the target in the red square measuring 200 %200 meters, and that the
detection of the antenna position was flawless.



72 DOI 10.3849/aimt.01731

2.2 Scenario Design and Experiment Realization

The creation of the tactical situation with the location of battalion command posts and
the coordinates of artillery fires was developed thanks to the specializations of the
authors of this article. The expert in engineer support made the location of the com-
mand post and antenna in the terrain using the map base in terms of the required
protection, camouflage and use of the energy of the transmitting means. The expert in
fire support control, in cooperation with the engineer officer representing the enemy,
then, based on the determination of the position of the command post’s transmitting
means and knowledge of the specific procedures for the construction of the command
post (distance of the antennas), determined the areas for firing by the brigade artillery,
not knowing the location of the command post.

The aim of the following scenario generation and conducting the experiment is to
confirm or refute the following hypothesis: Extending of communications antennas
will reduce the risk of destroying the battalion command post by artillery fire. The
destruction of the command post is considered to be the intersection of the modelled
command post and the modelled artillery fire mission with a value of 35 % or more.
The hypothesis will be tested at distances of 250 m, 500 m, 750 m and 1 000 m. It is
assumed that the artillery fire covers the area of a square with a side of 200 meters.

In determining the positions of command posts and artillery fire zones, the au-
thors of this article selected a total of 10 different antenna positions. From these
locations, circles were marked at four distances ranging from 250 m to 1 km in 250 m
increments, so in total 40 experimental model situations were created from which the
required data were extracted.

A distance of 1 km was established as the limit of the battalion’s ability to extend
the antennas from the command post (when using a cable). At longer distances, the
need for cables and engineer work (placing cables below ground level for protection)
would already be at a level that is not close to the realistic capabilities of the troops.
Furthermore, areas suitable for the location of the command post were marked in rela-
tion to its dimensions and terrain features.

The engineer officer marked the area where the command post was located. The
artillery officer, independently of the engineer officer, marked the areas for artillery
fire missions (the area in which he assumed that the command post might be located)
in these documents. A comparison of the modelled scenarios was then made to deter-
mine whether the command post was destroyed or not. Figures 1-4 show an example
of the resulting comparison for all four antenna extension distances. The blue square
determines the command post position and the red square the artillery fire mission.
The white polygons represent the potential location of the command post.

3 Discussion

Table 1 shows the values obtained from the scenario design described above. The first
column indicates the antenna positions. For the sake of simplicity, individual positions
are marked with the letters A to J. The next column shows the distribution for each
position over the 4 antenna distances from the command post, ranging from 250 m to
1000 m. For each position and distance, the values of the areas of the potential com-
mand post location, coverage of the areas of the potential command post location by
artillery fire, the percentage of the hit of the command post and its possible destruction
are also given.
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Fig. I Marking of artillery fire and Fig. 2 Marking of artillery fire and
place of command post with antenna place of command post with antenna
extension up to 250 m extension up to 500 m

Fig. 3 Marking of artillery fire Fig. 4 Marking of artillery

and place of command post fire and place of command

with antenna extension up to post with antenna extension
750 m up to 1000 m

Subsequently, the analysis of the obtained data was carried out. A generalized line-
ar model with a logit link was used to model the target destruction variable [19]. Only
the variable antenna distance was found to be significant, which appears as a factor of
4 levels in the model. The first level (250 m distance) is included in the model as a con-
stant term and the parameters for the other levels are related with respect to this constant.
The model as a whole is significant according to the likelihood ratio test with a p-value
of 0.036. The model correctly predicted 73 % of the values of the dependent variable
target destruction. The results of the model are shown in Tab. 2.



DOI 10.3849/aimt.01731

Tab. 1 Values obtained from scenario design

Maximum dis- A £ pot C ; ;
tance of the wrea of poten- overage of areas o %of | Command
Antenna tial command | possible command post
.. antenna from the . . . command post
position post location location by artillery .
command post . 2 . post hit | destroyed
in [km-] fire
[m]
A 250 0.0295 0.0083 100 Y
A 500 0.1915 0.0103 100 Y
A 750 0.4273 0.0300 45 Y
A 1000 0.8140 0.0190 0 N
B 250 0.1050 0.0220 100 Y
B 500 0.1670 0.0230 0 N
B 750 0.2920 0.0230 0 N
B 1 000 0.4753 0.0180 0 N
C 250 0.1040 0.0225 100 Y
C 500 0.1845 0.0220 0 N
C 750 0.3672 0.0272 0 N
C 1 000 0.5186 0.0190 0 N
D 250 0.0429 0.0110 65 Y
D 500 0.2283 0.0171 0 N
D 750 0.4484 0.0143 0 N
D 1 000 0.6139 0.0210 N
E 250 0.0483 0.0130 5 N
E 500 0.2017 0.0210 95 Y
E 750 0.4338 0.0151 0 N
E 1000 0.6359 0.0140 0 N
F 250 0.0400 0.0234 100 Y
F 500 0.1456 0.0081 0 N
F 750 0.3160 0.0180 100 Y
F 1000 0.3979 0.0210 100 Y
G 250 0.0264 0.0162 80 Y
G 500 0.1179 0.0180 0 N
G 750 0.6024 0.0240 95 Y
G 1 000 0.7659 0.0260 0 N
H 250 0.0309 0.0064 100 Y
H 500 0.1329 0.0170 100 Y
H 750 0.2469 0.0120 0 N
H 1 000 0.4889 0.0130 0 N
1 250 0.0531 0.0196 0 N
1 500 0.1878 0.0198 100 Y
I 750 0.5087 0.0120 0 N
1 1000 0.7641 0.0100 0 N
J 250 0.0989 0.0230 0 N
J 500 0.3426 0.0136 0 N
J 750 0.8890 0.0280 0 N
J 1 000 1.3160 0.0230 0 N
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Tab. 2 Model results (SE means standard error of the parameter estimate,
t is value of test statistics of the parameter significance)

Antenna .
distance [m] Estimate SE t p-value
250 0.848 0.690 1.228 0.220
500 —-1.253 0.945 -1.326 0.185
750 -1.695 0.976 -1.736 0.082
1000 —-3.045 1.260 -2.417 0.016

The results show that there is a statistically significant difference in the antenna
placement at a distance of 1 000 m compared to 250 m. The p-value for the difference
in the antenna location at 750 m versus 250 m is just above the selected significance
level of 0.05 (p = 0.082). The coefficients for all distances are negative. This means
that moving the antenna to a greater distance from the command post reduces the
chance of destruction. The chance of destroying a target can be thought of as the ratio
of the probability of destroying the target to the probability of not destroying the tar-
get, which can be calculated as 1 — the probability of destroying the target. The chance
of destroying the target if the antenna is at a distance of 250 m is e®38=2.33, hence
the probability of destroying the target is approximately 70 % (2.33/(1+2.33)). By
moving the antenna to a distance of 1000 m, the chance of destroying the target is
reduced to e*848 x 73945 =2 33 x 0.048 = 0.11. Hence the probability of destroying the
target if the antenna is at a distance of 1 000 m is approximately 10 % (0.11/(1+0.11)).

From the data obtained and the statistical analysis performed, it can be concluded
that the hypothesis: Extending of communications antennas will reduce the risk of
destroying the battalion command post by artillery fire was confirmed through de-
creasing estimated odds of hitting the command post, however, the statistically
significant reduction in odds was only for the 1 000 m distance.

4 Conclusions

The article dealt with the protection of the command post against enemy artillery fire
by extending the antenna to four selected distances. To ensure the realism of the mod-
elled scenarios, basic assumptions were made describing the design of the command
post, its effective concealment from visual and radar reconnaissance assets, detection
of the antenna position by electronic signature detection and knowledge of the proce-
dures for antenna extension by the enemy. A total of 40 scenarios were created in the
geoprocessing tool depicting the areas of potential command post locations in relation
to terrain features. Then, a member of the engineer and artillery expertise independent-
ly marked the command post and artillery firing missions on each map, which allowed
the success of destroying command posts by the enemy to be evaluated and thus the
effectiveness of the proposed action.

The values obtained from scenario design show that when the antenna was de-
ployed at 250 m, the command post was destroyed seven times, at 500 m four times, at
750 m three times and at 1000 m once. From the tactical commander’s decision-
making perspective, a 250 m distance would be completely ineffective in building the
command post, implying a high risk of destruction. At distances of 500 and 750 m, the
risk of the command post destruction by artillery fire decreases, but it is still at a rela-
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tively high level, as confirmed by the statistical analysis. Only when extending the
antenna to the highest selected distance, the risk level of the command post destruction
would be at an acceptable level, allowing this method of concealing the command post
from the enemy to be selected. Thus, the selected hypothesis was confirmed.

This type of research is unique and brings interesting findings in the field of pro-
tecting critical elements of troop compositions. However, modelling of other areas in
the Central European region would be needed to strengthen the results. For a different
type of landscape, the same procedure would have to be repeated. Thus, the paper
offers guidance for unit headquarters to analyze the effectiveness of the proposed pro-
tection procedure. This analytical process could, for example, be incorporated into
a war game that assesses variants of the actions of friendly and enemy forces.
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